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1. Scope, principles and definitions

These guidelines support youth workers, educators and youth organisations to recognise online hate speech
(with an emphasis on anti-LGBTIQ+ hate) and to apply safe, rights-based counter-methods. They are designed
for practice settings, not as legal advice.

The approach is grounded in: (i) respect for human dignity and equality, (ii) safeguarding and
trauma-informed practice, (iii) privacy-by-design, and (iv) proportional responses that prioritise safety of
targeted individuals.

e Do no harm: avoid amplifying hateful content and avoid forcing disclosure.
® Protect the target first: prioritise support and safety over debating perpetrators.
e Context matters: consider intent, power dynamics, audience, and vulnerability.

2. Recognising hate speech: an operational checklist

Use this checklist to assess whether content may qualify as hate speech and to select a response. The
checklist is intended for youth work decisions (moderation, safeguarding, support and reporting).

e Target: Is a group/person targeted based on identity characteristics (e.g., sexual orientation, gender
identity)?

Content markers: dehumanisation, incitement, exclusion, stereotypes, slurs, threats, harassment.
Context: platform norms, audience size, repetition, coordinated attacks, power imbalance, offline risk.
Impact: distress, fear, self-censorship, isolation; consider mental health and safety.

Legitimacy: distinguish hate from disagreement/criticism while enforcing safety rules.

3. Response decision pathway

Select the least intrusive action that effectively protects the target and reduces harm. When risk is high,
prioritise documentation, reporting and referral.

e Level 1 - Low risk: remind rules, redirect to respectful dialogue, netiquette education.
Level 2 — Medium risk: remove content if moderating; warn/time-out; support target; document; report
to platform.

e Level 3 — High risk: document; remove/lock threads; report immediately; activate safeguarding lead; refer
to support services; consider formal reporting routes where appropriate.

e Always: follow up with the targeted person and offer support/referral.

4. Counter-methods toolbox
Counter-methods should be selected based on participant safety, role boundaries and platform context.
Below are recommended methods and when to apply them.

e Netiquette and community guidelines: co-create rules and apply consistent moderation.



De-escalation scripts: name norms, set limits, redirect, time-outs, remove content, document decisions.
® Support and referral: map services, use safe conversations, and refer when needed.
Counter-narratives and positive stories: challenge frames, promote dignity and equality, avoid repeating
hate.
e Bystander empowerment: coach peers to support targets and report safely.

5. Guidance aligned to WP3 modules

This section aligns the guidelines with WP3 modules and implementation practice.

Module 1 (Spain): definitions, impacts, rights orientation, boundary-case practice.
Module 2 (France & Luxembourg): netiquette, moderation, de-escalation, privacy/confidentiality.
Module 3 (Ukraine): support pathways, rights awareness, wellbeing and referral boundaries.

Module 4 (Bulgaria): positive narratives and counter-narratives; ethical publication.

6. Reporting, documentation and organisational protocol (EU contexts)

Platform reporting is often the first-line response. Organisations should maintain a list of platform reporting
links and local support services. When documenting incidents, store only what is necessary, protect
identities, and follow data minimisation principles.

Documentation: screenshots/URLs; note date/time; avoid sharing widely; store securely.
Reporting: use platform tools; escalate via trusted flaggers where available.
Referral: provide LGBTIQ+-affirming services and emergency contacts appropriate to the country.

Protocol: define roles (moderator, safeguarding lead) and a clear incident workflow.

7. Safeguarding, privacy and wellbeing
Hate speech discussions can cause distress. Facilitators must use trauma-informed practice and ensure
participants are not exposed to unnecessary harm.

Never out anyone; respect self-identification and pronouns.
Offer opt-out and breaks; avoid graphic examples.

Use de-identified examples; avoid repeating slurs.

Have referral pathways ready for psychosocial support.

Clarify recording rules and obtain consent for online sessions.

8. Monitoring quality and learning (user test feedback)

To evidence quality and learning gains, collect agendas/attendance lists, a pre/post self-assessment, and a
7-item user test feedback form. Report the percentage selecting 4-5 (Agree/Strongly agree) for key usability
and learning items.



e User-friendliness/accessibility: navigation, clarity, inclusiveness.
e Knowledge/skills acquisition: improved understanding and confidence to act.
e Intention to use: planned uptake within 3 months.



Annex — Quick templates (titles)
A. Hate speech recognition checklist
B. Netiquette charter (one-page)
C. Moderation scripts (phrase bank)

E. Counter-narrative template and safety checklist
F. Incident log and documentation protocol
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e D. Referral pathway template
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® G. Pre/post self-assessment and 7-item user test feedback form



EU-based examples (illustrative)
The following examples illustrate how methods can be applied in different EU contexts. They are illustrative
and should be adapted to local realities.

France: School and youth NGO settings

e Facilitated debates and anonymous Q&A sessions to deconstruct stereotypes; link to national reporting
and support routes.

e Use a netiquette charter for youth online groups; escalate repeated harassment via platform reporting
and organisational safeguarding procedures.

Spain: Youth organisation support and prevention

e Combine wellbeing check-ins with hate speech recognition activities to reduce anxiety and support
resilience.

e Use referral maps to connect young people to LGBTIQ+-affirming services and helplines.

Luxembourg: Multilingual youth communities

e Use plain-language materials and multilingual glossary; ensure confidentiality rules are understood
across languages.

® Apply privacy-by-design: minimal data collection and clear consent for any content sharing.

Bulgaria: Experiential learning and narratives
e Use role-play/game-based scenarios for empathy building; debrief with response ladder and safety rules.
e Run a counter-narrative lab and peer-review outputs before publication.



	1. Scope, principles and definitions 
	2. Recognising hate speech: an operational checklist 
	3. Response decision pathway 
	4. Counter-methods toolbox 
	5. Guidance aligned to WP3 modules 
	6. Reporting, documentation and organisational protocol (EU contexts) 
	7. Safeguarding, privacy and wellbeing 
	8. Monitoring quality and learning (user test feedback) 
	Annex – Quick templates (titles) 
	EU-based examples (illustrative) 
	France: School and youth NGO settings 
	Spain: Youth organisation support and prevention 
	Luxembourg: Multilingual youth communities 
	Bulgaria: Experiential learning and narratives 


